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|l T U -T O verview

H istory
o Established 17 M ay 18625

CCIF and CcCIT formed in 1924 and
1925, merged into CCITT in 1956,
becam&e ITU-T in 1992

o

o Decisions by consensus (voting alm ost

never occurs)

o Participation through national

G overnment channels

o Telecom does not mean that focus is only

on T elecom



M ission and L egal Status

o M iIssion

c study technical, operating and tariff
guestions and issue non-binding
international standards to ensure

com patibility of standards on worldw ide
o Legal Status
« UN specialized agency

- Legal base: Constitution and Convention ;
have treaty status am ong the signatory

states

« 192 UN M em ber States are signatory

m em bers

- Approx. 700 Sector M em bers (operators,

m anufacturers, etc.)



IT U -T Structure

W T S A

W orld telecom m unication standardization

assem bly

Q uestion :

h Recom m endations

Develop
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Television and sound transm ission and integrated
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Q 10/17 collaboration on identity

m anagem ent

International

Iso Organization for

e Standardization

LIBERTY A GLOBAL INITIATIVE
[ ALLIANCE xR,
PROJECT . | x N

kantara r enisa

European Network
and Information

J ¥ Security Agency

Open ID ETS’((%)))" World Class Standards
OAS I S q Advancing open standards for the information society

"'F"--ir ISATION
'_C ERATION

E ONOMIC
r|::| ELCF‘T ENT

IT U -T Joint coordination activit



http://www.itu.int/ITU-T/jca/idm/
http://www.itu.int/ITU-T/jca/idm/
http://www.itu.int/ITU-T/jca/idm/
http://www.itu.int/ITU-T/jca/idm/
http://www.itu.int/ITU-T/jca/idm/
http://www.iec.ch/index.html
http://www.projectliberty.org/
http://www.oasis-open.org/
http://fr.wikipedia.org/wiki/Fichier:OpenIDLogo.svg
http://fr.wikipedia.org/wiki/Fichier:Flag_of_Europe.svg
http://www.oecd.org/home/0,3305,en_2649_201185_1_1_1_1_1,00.html
http://www.enisa.europa.eu/
http://fr.wikipedia.org/wiki/Fichier:NIST_logo.svg

ld M D rivers

o For Financials

o M eeting custom er needs
- Safe, secure

e Sim ple, seam less, convenient

aCC®€SsSSsS

e« A ctive custom ers

10



he threat: Cyber crim e




Cyber crim e |losses are

growing

FBI: Fraud lIlosses 2001-0029

2001 2002 2003 2004 2006 2007 2008 20009



ldentity crim e affects all

sectors
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ld entity M anagement D rivers

Financial

In stitu tion s

D rivers

Identity T heft

e

Regulations

Laws,

& Guidance

4

Regulatory Risk

Privacy

Information Protection
Anti-Money Laundering
FACT Act

FFIEC

Additional Legislation

VYYVVYYVY

1

Current

Environment

N

Legal/

Contractual

Obligations

}

Standards,
Policies,

& Programs

Reputation Risk
» Consumer Focused

» Consumer Protection Groups

» Rising Rate of ID Theft
» Market Volatility

» Growth Through Relationships

Financial

Impacts

Third Party Risk

» Suppliers

» Privacy Breaches
» Mass Compromises

l

Operational Risk

YV VYVYYVYY

Privacy
Information Protection
Anti-Money Laundering

Supply Chain Management

Fraud
Returned Mail

Credit Risk

» |dentity Theft/Fraud Losses
» Customer Dissatisfaction
» Fines, Penalties, Litigation




Q 10 focus is Towards

Strong (dentity, Portable Reputation and
Enhanced Trust
Need for Better Identity Assurance

A S sSsUran-ce

_| LIBERTY
H_| ALLIANCE

PROJECT

kantarQ

INITIATIVE




E n t

oJoint w or
27 IW G 5

o Standard.]
A ssuUurandc

«to prom

cIm prove

Q 10/17
Ity A uthentication
A ssuUurandce

k with ISO JT C 1/SC
and ITU-T SG 17/Q 10

zes four Levels of
e (L oA s)

ote trust,

Interoperability, and

- facilitate 1dentity federation

across o
borders

rganizations and
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W hy do the work?

rovides a consistent basis for trust
rom otes identity federation

nables credential re-use in different contexts

nables cross-organization and cross-border services
rovides fram ew ork for further standardization

P
=
E

o Prom otes efficiency and reduces costs
E
P
Establish foundation for liability and other legal
a

spects

o Brings together existing work in this area and w ill

(13

not re-invent the w heel”:
e« Kantara Initiative, IT U -T, NIST standards efforts

- New Zealand, Australian, U.S., European, and
Canadian e-government efforts

- EU research efforts (STORK , ID A BZC , etc.)
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M ost U.S. government agencies

online

R esearch,

C ase S

sharing

A uthentication 1is

T here iS no un

A pplication-specific

expensive:
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tudy:

applications to citiz
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iversal ci

ofing

Forgotten passw ords

Help desks

and other

M ultiple collections

inform ation

(P I11)
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difficult and
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0

P ossible Solutions

G overnment agencies can act as the
Relying Party (R P ) rather than the lIdentity
Provider (IdP) and accept credentials
issued by “trusted” external organizations
Standard is used to develop Trust

Fram ew ork A doption Process, that defines
Id S P requirem ents for the L oA s

- Started an IdP certification program
based on the Trust Fram ew ork

N IH pilot studies to use open standards
credentials from several certified IdPs

19



X .eaa Scope

o ISO/IEC 29115 |ITU -T X .eaa provides a
fram ew ork for m anaging entity authentication
assurance in a given context. In particular, it:

- specifies four levels of entity authentication
assurance;

- specifies criteria and guidelines for each of the
four levels of entity authentication assurance,;

e provides guidance concerning controls that
should be used to m itigate authentication threats;

e provides guidance for m apping the four levels of
assurance to other authentication assurance
schem es:;

e provides guidance for exchanging the results of
authentication that are based on the four levels of
assurance.

20



o

Structure and Contents

Four Levels of A ssurance

Entity A uthentication A ssurance

Fram ew ork
e Human and non-hum an

M anagement and O rganizational

Considerations

T hreats Based on Framew ork Com ponents
Required Controls for Each L oA

Privacy and Protection of PII

O perational Service A ssurance Ciriteria

21



4 L evels of A ssurandce

Little ot no confidence in the

1 - Low . .
assetted iden tity

5 .M oedium som e.cenfidencein the asserted
id en tity

3 . Hoigh High'eonfidenceiﬁ the assetted
id en tity

4 - Very Vety high confidence in the

H igh assetted iden tity
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W hat consumers are willing

to give-up
o M ove from anonymous to identity
enabled

o Internet transactions are still

anonymousorlow trust

o Value transactions are widely identity
based

o Enable Identity w hile protecting privacy
(P 11)

e Ilsolation of Issuer and target Identity
- Enable the right to forget

e Ildentity dashboard for user to keep

control identity

o Enable audit, accountability and policy



Som e Im plications

(@)

Sim plify the T ask of A uthentication
- who are you (context based)
o A ttributes
- what are you
« T his is w here the beef is
o Proof of validity
« ID Source and/or Reputation

o Towards O pen Identity T rust

FrameworKks

o Need better understanding of |[L egal

Issues and liabilities

o How about consumer protection?



C urrent B asic “T rust

T riangle?

Optional direct trust
agreement

identity

service ~
provider '

| Terms of Service (TOS)
agreement

Terms of Service (TOS)
agreement

0 User has direct trust relationship with ID SP and R P
0 H ow can the IDSP and R P trust each other?

* Source O IX



W h ere tru st

Fram ew orks F it

M arket Expansion &

A doption

Internet

ldentity

Layer '<

* Source O IX



pen Identity Framework M odel

IF Trust Fram ew ork Provider

assessors

& auditors

| |

Trust fram ew ork

~ -
- -
- -

agreem ents

A
v

*
TO S agreem ents Source O IX



0

0

H ow Can UNT CITRAL Help

ldentify possible legal issues and
determ ine how they relate locally

and internationally

W hat are the liabilities of IdSP and
R P s

W hat are the legal requirem ents

for trust am ong the participants

H ow can this be enforced across

international boundaries

28



Conclusions

0 Strong lIdentity and higher assurance
authentication is key for enabling online

trust and enhancing Cybersecurity
Interoperable federated fram ew orKks
M ultiple m eth ods
End-to-end identification
H igher-level authentication

0 N eed for better N ational and
International understanding legal and

assum e liabilities and polices
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