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Introduction to Online Identity Management

In this age of phishing, hacking, social enginegramd identity theft, the answer to the
guestion "Who are you?" has taken on a new dimandio an online environment, without the
benefit of face-to-face personal contact, authatitig the identity of the remote party is more
important than ever. It plays a key role in figigtiidentity fraud, is essential to establishing the
trust necessary to facilitate electronic transadtiof all types, and in many cases has become a
legal obligation. Yet at the same time, it raisgmificant privacy and identity theft concerns,
among others.

Verifying the identity of a person or enfitthat seeks remote access to a corporate
system, that authors an electronic communicatiothat signs an electronic document, is the
domain of what has also come to be called "idemtignagement.” It is increasingly playing a
critical role in online commerce. As the Europ&mmission has noted:

Electronic Identity Management is a key elementlierdelivery of any e-
services. On the one hand, e-identification gimdssiduals using electronic
procedures the assurance that no unauthorised usade of their identity and
personal data. On the other hand, administrago@sble to make sure that the
individuals are the persons they claim to be anet ltlae rights that they claim to
have (e.g. to receive the requested service).

The OECD, in its Recommendation on Electronic Aatloation, has expressed a similar
view, noting that:

Electronic authentication provides a level of agsge as to whether someone or
something is who or what it claims to be in a dib@énvironment. Thus, electronic
authentication plays a key role in the establishmoétrust relationships for electronic
commerce, electronic government and many otheabkoeractions. It is also an
essential component of any strategy to protectin&tion systems and networks,
financial data, personal information and other &ssBem unauthorized access or identity
theft4. Electronic authentication is therefore asisd for establishing accountability on
line=

2 For an example of an identity system focused on corporate identity see the Gsiiiteletended Validation
SSL Certificates established by the CA/Browser Forufttat//www.cabforum.org For a recent example of
corporate identity theft, see “WVa scam is rare type of ID theft,” Chidadpune, May 9, 2009; available at
http://www.chicagotribune.com/news/chi-ap-wv-auditorscam,0,4039207.slentity management issues also
arise in the context of verifying the identity of a device on a system or networkeueér, this paper will focus only
on the identity of persons and entities.

2 European Commission, “Action Plan on e-signatures and e-identification ltmfadhe provision of crossborder
public services in the Single Market,” COM(2008) 798 final (28 November 2008)ableadthttp://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2008:0798:FIN:EN:PDF

4 Organisation for Economic Co-operation and Development (OECD) RecomnuendiatElectronic
Authentication and OECD Guidance for Electronic Authentication, June 2007, at pilahlavat
http://www.oecd.org/datacecd/32/45/38921342.pdf
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Identity management is also a critical buildingdi@f information security. It forms the
basis for most types of access control and foléstang accountability online. Thus, it
contributes to the protection of privacy by redgcthe risks of unauthorized access to personal
information, data breaches, and identity theft.

The critical importance of online identity managemia facilitating trustworthy e-
commerce and ensuring national security is now-veglbgnized. Several other governments
and inter-governmental forums are already activedyking to address the applicable technical
and legal issues. These include Australzanad& the EUZ India, the OECD, Scotland and
the United State®

Without adequate identity management, the needetatify persons seeking online
access is complicating life for individual userdwmust remember or track numerous User IDs
and passwords), and is becoming increasingly céstlipusinesses who must identify and
authenticate the ever-growing number of personseatities with whom they deal
electronically. In addition, it increases privagsks to the individuals being identified,
especially as more and more entities collect amth@&xge an ever-increasing amount of personal
data from and about such individuals, all in thenaaf identity management.

One approach to address the challenges of identaityagement that is gaining
widespread attention is the concept of federatedtity management. It allows businesses to, in
effect, outsource the identification and authemiticaprocesses to a third party, and eases the
burden on users and consumers by allowing therse@aausingle sign-on.

This paper will outline the basic concepts behaehtity management and the
developing concept of federated identity managenad then identify and examine some of
the key legal risks that must be addressed to makerk. The focus will be on identity

2 See, e.g., Australian National Audit Office, Attorney—General's DepattAreangements for the National
Identity Security Strategy, ANAO Audit Report N0.29 2009-10, April 21, 2010; aveikbl
www.anao.gov.au/uploads/documents/2009-2010 Audit_Report 29.pdf

6 Treasury Board of Canada Secretariat, Directive on Identity Managedngnt, 2009; available atww.tbs-
sct.gc.ca/pol/doc-eng.aspx?section=text&id=16577

L See, e.g., Commission of the European Communities, Action Plan on e-signaturédeantifieation to facilitate
the provision of crossborder public services in the Single Market, COM(2008) 798 favedirider 28, 2008;
available ahttp://ec.europa.eu/prelex/detail_dossier_real.cfm?CL=en&Dosld=19@682Secure ldentity Across
Borders Linked (STORK-elD Consortium), Report on Legal Interoperability uaep24, 2009; available at
www. eid-stork.eu/index.php?option=com_processes&ltemid=60&act=streamidmt&did=578

8 OECD, "The Role of Digital Identity Management in the Internet EconomyimAePffor Policy Makers", OECD
Digital Economy Papers, No. 160, June 11, 2009; availablevat oecd.org/dataocecd/55/48/43091476.pdf

2 Scottish Government, Privacy and Public Confidence in Scottish Public&erDraft Identity Management and
Privacy Principles, August 31, 2009; available at
www.scotland.gov.uk/Publications/2009/08/PrinciplesConsultation

L«National Strategy for Trusted Identities in Cyberspace,” (Draft, June 25, ,28t1f))1 (hereinafte™NSTIC");
available ahttp://www.dhs.gov/xlibrary/assets/ns_tic.pdf
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management of persons rather than devices, cordliurctebusiness context rather than social
networking setting.

To understand federated identity management, antegal issues it raises, we begin
with an overview of the basic processes involveri@ntity management.

1. Identity Management Basics

Although the term “identity management” is relatwaew, the concept is not. In fact,
the underlying processes have been in use for mangrations in an offline environment.
Passports, driver’s licenses, and employee 1D carelsll components of what might be referred
to as identity management systems — i.e., thegragentials issued by an entity for the purpose
of identifying individuals, and they are used bylsindividuals to validate their identity in order
to enter into a transaction with a third party.

While there are many different approaches to idgmtianagemerit it essentially
involves two fundamental processes: (1) the prooegtentifying a person and issuing an
identity credential to reflect that identity (“idifitcation”), and (2) the process of later verifgin
that a particular person presenting that credeatidl claiming to be that previously identified
person is, in fact, such person (“authenticationQnce an individual’s identity is successfully
authenticated, a third process, referred to adhaigation,” is used by the business relying on
the authenticated identity to determine what rigirtd privileges are accorded to such person —
e.g., whether such person should be granted atxessebsite, a database, a bar, an airport
boarding area, etc.

A simple and familiar example of these processesbheaseen in the case of an employee
who logs into his or her employer's network usingsar ID and password. Before a company
allows a person to access its internal network, gleason must be properly identified in a
manner appropriate for the transaction (e.g., asnaployee with certain authority), and then that
identity must be authenticated at the time of d@easaction. Employees are identified by their
employer, and issued an identity credential comgjsif a unique identifier (typically a User ID)
which is linked to other relevant information dttrtes stored on the company’s computer
system. A secret (in this case, a password)gis tised to link the employee to the identity
credential. Thereafter, when the employee wantsrmtely access the company’s network, he
or she can be authenticated by using the passwamu authentication protocol. The
authentication protocol allows the employee to destrate to the employer that he or she has or
knows the secret, and thus, is the person prewiodshtified.

1 The OECD defines identity management (IdM) as: “the set of rules,caneseand technical components that
implement an organisation’s policy related to the establishment, use and exchdigital identity information for
the purpose of accessing services or resources. Effective IdM policies sdfdigital identity information
throughout its life cycle — from enrolment to revocation — while maximisingdtenpial benefits of its use,
including across domains to deliver joined-up services over the Internet.” @¥Cking Party on Information
Security and Privacy, The Role of Digital Identity Management in the Inteoosiony: A Primer for Policy
Makers DSTI/ICCP/REG(2008)10/FINAL, (June 11, 2009), at p. 4; available at
http://www.oecd.org/dataoecd/55/48/43091476 (heireinafter OECD Report”).
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A key characteristic of some existing offline idgnhtdocuments (such as a passport or
drivers license) is that their use is not limitedransactions with the entities that issued them.
Rather, they are often accepted by third partiesh(@s airport security, a bank, or a bartender)
when proof of certain aspects of one’s identityeiguired. This characteristic is critical for the
identity credentials needed for e-commerce.

Such an approach, whereby a business or goverragenty relies on an identification
process performed, and identity information prodidey one of several possible unrelated third
parties is sometimes referred to as a federatediigenodel. Under such a model, a single
identity credential can be used with numerous amgdions that had no involvement with the
original issuance of the credential.

The challenge is to import a similar approach digital online environment. That is,
to create secure, reliable and trustworthy digdahtity credentials that can be used across
different ecosystems and entities. This allowsviddials to use the same identity credential to
sign on to the networks of more than one businessder to conduct transactions.

Thus, lets us begin by looking more closely atrthture of the identification and
authentication processes that form the foundatfodemtity management, as a clear
understanding of those processes is importantetdetpal analysis.

(@) Identification

Theidentification process is designed to answer the question “wagau?” It involves
associating one or mogttributes*? (e.g., name, height, birth date, SSN, employer, home
address, passport number) with a person in ordieletttify and define that individual to the
level sufficient for the contemplated purpose. $bmes called “identity proofing,” “identity
vetting,” or “enrolment,” this process is usuallpmae-time event. It typically involves the
collection of personal information about the pertmbe identified, and often relies on a
patchwork of government-issued documents from lmetificates and Social Security cards to
driver's licenses and passpoHsThe personal information may be collected digefitm the
person being identified, as well as from third padurces (e.g., government agencies, credit
agencies, public record databases, etc.). Notditbattributes may be permanent (e.g., date of
birth) or temporary (e.g., current employer), intext (e.g., DNA), acquired (e.g., educational
degrees), or assigned (e.g., employee number).

Identification is the act through which data sebjgresents itself. Such presentation can
take many forms, and is generally more formalized iatensive (and more potentially
“intrusive”) as the purposes for which the idemgfiion is being made become riskier and

12 |dentity attributes are personal information concerning a specific categonaacteristic of a given identity,
such as name, address, age, gender, title, salary, health, net worth, deeess humber, Social Security number,
etc.

1 |ndustry Advisory Councilransition Study Group, “Identity and Access Management,” (December 9, 2408) a
4; available at
www.actgov.org/knowledgebank/studies/Documents/Transition%20Study%20Grouape?didentity%20and %2
0Access%20Management,%201AC,%2012-9-2008 fidfreinafter Transition Study Group Report”).
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involves higher value transactions. All data amdrimation system depends on identification to
separate authorized and unauthorized parties.efeift “rituals” and requirements are imposed
for identification of individuals, entities and tigs, since each has different characteristics
(called “attributes” in identity-speak).

The identification (or enrolment) process can iadty be conducted in person, by mail,
fax, phone, or online. “More stringent enrolmerdgesses may require the presentation in
person of physical credentials issued to the peloyasther entities. These may include
government-issued credentials (e.g., passportstiigeards and drivers licenses) and/or
credentials issued by private sector entities (emgployee badges, mobile wireless SIM cards,
and credit cards). Government institutions suchasor vehicle departments and post offices
sometimes accomplish identity verification througts type of ‘in-person’ proofing. In
addition, in-person proofing is common among baskblpols, and employers in their enrolment
processes¥

(1) Scope and Accuracy

The process of identifying a person can vary widelgoss two different dimensions.
The first dimension relates to the scope of theqm®al information attributes collected about and
associated with an individual to establish hiser‘fidentity” —i.e., which and how much
information is collected and verified. A secondhdnsion of the identification process relates to
the degree of certainty with which the identifyiatgributes are ascertained — i.e., how accurate is
the information likely to be.

The amount and type of personal information tha¢dgiired will, of course, depend on
the purpose of the identification. In some casal; minimal information is required, and the
process can be limited to verifying only a very fattributes, such as "this person is over 21
years old" or "this person is a member of the grentitled to admission.” This might be the
case, for example, for some activities (such ash@asging wine) where a single attribute (e.qg.,
age) might be sufficient. Generally, the fewer dltteibutes collected, the lower the privacy risk.

At the other end of the spectrum, it may be neggdsacollect a large number of very
detailed identifying attributes, such as name afdiess, physical characteristics, gender, race,
Social Security number, employment details, crirnbeckground, credit and financial history,
medical history, and information about prior adi®s and transactions. This might be necessary
in certain cases to ensure uniqueness, or in gas&® a person is being considered for
employment in a very sensitive position or for &t a very sensitive database, and a much
more detailed form of identification is requireddetermine whether authorization should be
granted. Of course, this also tends to increas@tivacy risk to all parties.

The second dimension of the identification prodessses on the accuracy of the
identifying attributes. This is largely a functiohthe reliability of the source of the data ahd t
trustworthiness of the person or system verifyimg information. For example, identifying
attributes (such as name, address, date of birtBSbl) might be "verified" simply by asking the

1 OECD Report at p. 7.
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person being identified to provide the informatioflternatively, they might be verified by
reference to an authoritative source of informateurch as a driver's license, passport, or other
government issued identity card, or even doubléiedrby checking with third-party sources.
Obtaining the information from an individual “in s®n” is also generally considered more
reliable than cases where it is done remotely. iBatl cases the issue is, in essence, a question
of trust — i.e., how much do | trust the veracifytlee information provided? It is measured by
reference to an “assurance level” (discussed below)

(2) Issuance of Credential

At the end of the identification process, a persodéntity is typically represented by
data in a paper or electronic document referregstan identitredential. A credential is data
that is used to authenticate the claimed digithiity or attributes of a persén. In the physical
world, examples of an identity credential includéreer's license, a passport, a library card, or
an employee identification card. In the onlinerfddhe identity credential may be as simple as
a User ID, or as complex as a cryptographicallyedadigital certificate.

Electronic identity credentials typically contaimaiqueidentifier (such as name, user
ID, account number, Social Security number, eton@with the relevant identity attributes that
describe or define the person to the level necgd$eathe purpose at hand (e.g., address, title,
gender, membership status, date of birth, creditesanedical information, etc.). In addition,
identity credentials are often associated wittaatmenticator (also called @oken) possessed
and controlled by the person identified in the ergtéhl. The authenticator assures that the
credential can be reliably associated with the ifipgmerson about whom it relates. The
authenticator can be digital information, such ae@et known only to the individual (e.g., a
password), or a physical object such as a smartwa#d M card. A photo on a drivers license
or a passport also serves as an authenticatoradthenticator and credential may then be used
in subsequent authentication events.

With respect to both of the dimensions of idendfion, the nature of the process is
critical. Before someone relies on an identityt iesdased on the results of an identification
process, they need to be able to trust that theegeois both appropriate for the task and that it
was accurately conducted. Likewise, following cdetipn of the identification process, the
continuing security of the data and the authendic@r token) is also a critical concern. If a
new photo can be pasted into a driver’s licensd,apassword is lost or stolen, an identity thief
can successfully claim to be the person identifigdhe credential created during the
identification process.

(b)  Authentication

When a person presents an identity credential (agdby inputting a User ID on a
corporate network, or presenting a driver’s liceasan airport), claims to be the individual
identified in the credential, and seeks to exeraisight or privilege granted to the individual
named in the credential (e.g., to access the nktama sensitive database, to board a plane,

12 OECD Guidance for Electronic Authentication (2007), at page. 12, available at:
http://www.oecd.org/datacecd/32/45/38921342.pdf
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etc.), amuthentication process is used to determine whether that pessam fact, who they
claim to bet® In other words, once someone makes a declaratino they are, authentication
is designed to answer the question “OK, how canproue it?” In essence, it is the process of
establishing confidence in a person’s claimed itient

Typical legal definitions of authentication includéhe corroboration that a person is the
one claimed X “utilizing digital credentials to assure the idgnof users and validate their
access2 and a “procedure for checking a user's identfy It is a transaction-specific event
that involves verifying that the person trying togage in the transaction really is the person that
was previously identified and authorized for thengaction.

There are a variety of technologies and methode®tp authenticate individuals. These
methods include the use of passwords, persondifidation numbers (PINs), digital certificates
using a public key infrastructure (PKI), physicakites such as smart cards, one-time
passwords, USB plug-ins or other types of “toketrgfsaction profile scripts, biometric
identification, and other®.

In all cases, however, authentication is essentmdlformed by cross-checking a claimed
identity against one or more authenticators, oftfarred to as “tokens,” that are associated with
or linked to that identity. An authenticator (okéen) typically consists of one of the following
factors:

. Something the persdmows (e.g., a secret such as a PIN, password or odiceets
code)&

¢ Something the persqrossesses (e.g., a cryptographic key, an ATM card, a smartic
drivers license, or other physical token); or

« Something the persda (e.g., a biometric characterisécsuch as a fingerprint or
retinal pattern).

1 See U.S. Federal Rules of Evidence 901(&e also, Federal Trade Commission Report, “Security in Numbers:
SSNs and ID Theft” (FTC, December 2008), at p. 6; availabiig@t/www.ftc.gov/opa/2008/12/ssnreport.shtm

L HIPAA Security Regulations, 45 C.F.R. Section 164.304.
18 Homeland Security Act of 2002 § 1001(b), amending 44 U.S.C. § 3532(b)(1)(D).

12 Spain, Royal Decree 1720/2007 of 21 December, Which Approves The Regulation émipigndrganic Law
15/1999, of 13 December, on the Protection of Personal Data, Article 5(2)(b).

2 Federal Financial Institutions Examination Council (“FFIEC”), “Autheattim in an Internet Banking
Environment,” October 12, 2005, at p. 2; availabldtip://www.ffiec.gov/pdf/authentication_guidance.pdf
(hereinafter FFIEC Guidance”).

2 The use of a user name or user ID, coupled with a secret string of cleasacteas a password or PIN, is one of
the most common authentication methods. The security provided by user IDs and passwordarise of
dependent upon the password being kept a secret.

2 A biometric identifier measures an individual’s unique physical charaitesisbehavior and compares it to a
stored digital template to authenticate the individual. Thus, it represenmettiog the user is.” Commonly used
biometrics include a person’s voice, fingerprint, hand or face geometry, thergsnarin an eye, or the way the
person signs a document or enters key board strokes. The security of a biommtfieridests on the ability of the
digitally stored characteristic to relate to only one individual in a defined populati
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For example, when someone presents a driverissiehe biometric characteristic that
comprises his face (something he "is") can be coetpt the picture embedded in the license,
and if they match, the person’s claimed identitg(ename, age, etc. as stated on the license) is
authenticated. Likewise, in the online environme&rtiten an employee logs into the company
network, his password (something he "knows") isckled against the password associated with
his identity credentials stored on the company‘¢éeseand if they match, the employee's claimed
identity (represented by the identifier known assarID) is authenticated.

Authentication processes may require one or mothesfe factors. The online use of a
password isingle factor authentication (i.e., something the user knows), whereas an ATM
transaction requiretsvo factor authentication — i.e., something the user possesses (the ATM
card) combined with something the user knows (tiherRimber)? Properly designed and
implemented multi-factor authentication methodsdglly are more difficult to compromise than
single factor systems. As a result, they are maliable indicators of authentication and
stronger fraud deterrents.

(©) Authorization

Once a user is successfully authenticatedutimorization process determines what the
user is allowed to access and use. It addressegigstion “What can | do?” In other words,
authentication of identity is not just an end self, but rather a process used to authorize some
type of grant of rights or privileges (e.g., to @ss and use certain ecosystem resources), to
facilitate a transaction or decision, or to satafyevidentiary obligation. For example:

* With respect t@omputer ecosystems and networks, authentication is often used for
access control — e.g., to determine who is seekiiegss in order to ensure that only
authorized persons are given the right to accelsdabase of sensitive personal
information or the right to transfer funds out dbank account.

» With respect talectronic communications, authentication of identity can be used to
assure the recipient of a message that the sendédra he or she (or it) claims to be so
that the recipient can determine whether to proe@#dthe transaction. For example,
when a bank receives an electronic payment ordemn &t customer directing that money
be paid to a third party, the bank must be ablestdy the source of the request and
ensure that it is not dealing with an impostor.isTik a critical defense against identity
theft.

» With respect to signeeectronically signed records, authentication might be used to
verify the identity of the signer. Someone seekmgnforce an electronic promissory
note, for example, must be able to authenticatédinatity of the signer. In this case, it
serves an important evidentiary function.

Z FFIEC Guidance, at p. 3.
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In all cases, note that there is a clear differdveteveen identification and authentication.
Identification is the process of verifying a person’s identityattevel sufficient for the intended
purpose (such as during the hiring process or aawat origination process) and usually occurs
once. Authentication is the process of confirming that a person prasgiitim or herself as a
previously identified person entitled to certaights and privileges is, in fact, that person (such
as when a person attempts to gain access to are@dbsystem), and typically occurs at the
time of each transaction.

(d)  Assurance Levels

Both identification and authentication are crititalccess control and to otherwise
stopping identity theft. Without reliable identiéition, one person can pose as another, and
obtain an identity credential in another's namendAven with proper identification, if the
authentication process fails — e.g., when an ingsagitccessfully presents himself as someone
else by using a stolen password — identity theftaacur. In other words, there are two basic
ways an identity thief can succeed: (1) by compsimgi the identification process, or (2) by
compromising the authentication process. Thus:

» With respect to the identification process, theralivays the risk someone can
misrepresent his or her identity, and if successfiotain an identity credential in the
name of someone else.

» With respect to the authentication process, tretha risk that, although a person was
correctly identified based on legitimate documeatatthe password or other
authenticator (i.e., token) used to link that parsothe resulting accurate identity
credential might be compromised, thereby allowingraposter to successfully complete
the authentication process and steal such persierisity.

In light of these risks, a person relying on arhauaticated identity must also consider the
degree of confidence or trust that it has in bbothitlentification and authentication processes.
One approach to addressing these issues is teedefimous “assurance levels.” Assurance
levels are numerical assignments to objectivelyneelflevels of reliability and “trust” associated
with a given credential. The levels are each ¢atee with specific requirements regarding the
technology, processes, policies and other elentkatsare applied to support the issuance and
use of credentials online.

The "assurance level" describes #trength of the identification and authentication
processes — i.et,provides a basis for determining tlegree to which a party to an electronic
business transaction can be confident: (1) thaidésatity information being presented actually
represents the person named in it (e.g., thateeop who was identified as Bill Gates really
was Bill Gates, and not an imposter), and (2) thatperson identified in the credential is the
person who is actually engaging in the electror@ingaction (e.g., that it is really Bill Gates on
the remote device who is seeking access to a coytgsystem, and not someone who stole his
password§

# See, e.g., Liberty Alliance Project, Liberty Identity Assurance Frameworkjoret.1 (2008), at page 7;
available at
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The U.S. Federal government has defined four lemesssurance to describe the degree
of certainty associated with identification andreautication processes. The four assurance
levels range from little or no confidence in theeted identity’s validity (level 1), to some
confidence (level 2), to high confidence (levelt8)yery high confidence in the asserted
identity’s validity (level 4% Since the assurance level is a function of ttength of the
processes and the technology used in connectidntgtidentification and authentication, the
primary factors that affect the assertion levelide 2

* The nature of the identity proofing processes: Wies done do to vet the person’s
identity? — e.g., What kind of identity credentialsre relied upon (e.g., passport or
library card)? Was the process done in-persoremiotely via the Internet?

* The authenticator (i.e., token) used: What kintb&Ens were used for proving identity
and how strong or reliable are they? — e.g., wesswords, strong passwords, one-time
password device tokens, cryptographic keys stordwrdware devices, etc.?

* The remote authentication mechanisms used: Wlhlaéisombination of credential,
authenticator (i.e., token) and authenticationgmoE used to establish that a claimant is
in fact the person he or she claims to be? —leogy, resistant are they to eavesdroppers,
imposters, and hijackers?

Obviously, different types of transactions will uee different assertion levels, and not
all transactions will require the highest assertenel. However, the confidence level that a
business has in a particular identity, and itsimgihess to proceed with the transaction (e.g., to
transfer the funds) or grant the requested prielégg., access to a sensitive database) is clearly
tied to assurance levels in some form. And thatgrethe risk of the transaction the greater the
assurance level must be. Thus, in many develdagegity management systems there is a
focus on the strength of the identification andadh#hentication processes, even if not evaluated
formally in terms of assurance levéfs.

http://www.projectliberty.org/resource center/specifications/libeittiarece identity assurance framework_iaf 1_
1 specification_and_associated _read_me_first 1 0 white_(fsremafter Liberty Identity Assurance
Framework”); Office of Management and Budgég-Authentication Guidance for Federal Agencies,” OMB
Memo M-04-04(December 16, 2003), at Section Zatailable at
http://www.whitehouse.gov/omb/memoranda/fy04/m04-04(pdfeinafter OMB Memo M-04-04"). OMB Memo
M-04-04 provides that: “assurance is defined as 1) the degree of confideéheeretting process used to establish
the identity of the individual to whom the credential was issued, and 2) the degredadmamthat the individual
who uses the credential is the individual to whom the credential was issued.”

2 OMB Memo M-04-04, Section 2.1.

% See, e.g., National Institute of Standards and Technology, "Electronic AuthentiGaiideline,” Special
Publication No. 800-63, Version 1.0.2, (April, 2006) at p. 2; available at
http://csrc.nist.gov/publications/nistpubs/800-63/SP800-63V1_0_thpdéinafter NIST Special Publication
800-63).

Zl«An authentication protocol is a defined sequence of messages betweenamiciaitha verifier that enables the
verifier to verify that the claimant has control of a valid token to establighehiglentity. An exchange of messages
between a claimant and a verifier that results in the authenticationtf@ndication failure) of the claimant is a
protocol run.” NIST Special Publication 800-63, at p. 26.

& See, e.g., NIST Special Publication 800-63; Liberty Identity Assurancesfiank
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A practical problem, however, is that achievingghler assurance level often requires
obtaining more personal information, thereby insneg the privacy risk. For while the strength
of the identity credential and the authenticatioechanism can be addressed technically (e.g., a
hardware-based digital certificate is stronger taanere password), the strength of the
identification (or the identity proofing) is oftenfunction of the amount of personal data
collected about an individual. As one commentha® noted:

Reliability of identity can be built up from a sesiof credentials and records . . . .
This is an example of the principle that many bitsomewhat reliable data may
aggregate into a bit of quite reliable informatidfhan individual presents a
driver’s license, automobile registration and irgwe card for the same vehicle,
all of which have the same name and address,ghéthey are mutually
referential, a much stronger case can be madehtbaeries of credentials
reliably defines an identity. Add a mortgage actpa checking account, voter
registration records, medical insurance accourt,tha overall confidence one
has in the individual's identity grows even great@dd to this list access to
medical records (undesirable for reasons other idhamtity proofing, but then we
are speaking here in the abstract) and creditryistod the confidence in the
individual’'s identity rapidly rises towards certinthat is, the electronic
credential issuer is just about 100% sure the iddad presenting all these
credentials — onerous as that surely would bewhis he or she claims to Be.

It should be noted, however, that the strengtimefidentity is also dependent on
proper performance of the identity proofing andhautication processes. Because the
assurance level determination focuses on the nafure process and technology, and
not on the risk that a participant will fail to pem its obligations, it does not
necessarily address the performance risk discussles (e.g., although an identification
process may require an in-person review of two gawent-issued picture IDs, a
willingness to circumvent that process and issuglantity credential based only on a
telephone claim of identity will defeat the strdmgf that identity-proofing process).

2. Portable Identity Credentials — Federated IdentityManagement

Traditionally, each business entity and governnagancy has handled its own identity
management. For example, a company would idee&ith of its employees and customers, and
then issue them an identity credential (typicallysar ID) and associate an authenticator or
token (typically a password) to that User ID, sattthose persons could be authenticated for
remote network access. Only two parties are irewiw this type of identity management
process — the business and the individual to betgglaaccess. And the credential and
authenticator (User ID and password) could onlysed with the business that issued it.

Today, however, businesses and government agancresisingly want to: (1) use third
parties to handle the difficult and often expengagks involved in identity management,

2 peter Alterman, “On the Reliability of Authentication of Identity,” at445, 7; available at
http://www.cio.gov/fpkipa/documents/ReliabilityAuthenticationldentity. pdf
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particularly in situations involving high volume one-off transactions, or (2) leverage the
identification and authentication previously doryegrelated business (e.g., a hotel and car
rental company might want to rely on an airline@lentification of a traveler). In addition, users,
overloaded with user IDs and passwords are looking one-stop option. This is where a three-
party identity management model, knowrfeder ated identity management, offers a promising
solution for dealing with the cost and complexifyaddressing these identity management
problems.

Under a federated identity model, a business reliean identification process
performed, and identity information provided, bthad party. The goal is to facilitate the
secure exchange of identity credentials betweearozgtions — i.e., to enable the portability of
identity information across different systems anttees. Thus it allows an individual to use the
same identity credential and authenticator in otdexonduct transactions with more than one
enterprise.

Federated identity management (FIM) has been gignetemmarized by Ann
Cavoukian, the Information and Privacy Commissiarfedntario, as follows:

Within the FIM model, identity credentials issuedatuser by a particular service
or institution are recognized by a broad rangetbéoservices. Though complex
to implement online, this is similar in conceptamd can provide improvements
over, traditional identification schemes in the ypital world.” A typical

example would be government-issued ID credentiatth(certificate, driver's
license, passport, citizenship card, etc.), istiyedn institution (a government
agency), that is broadly recognized by others (aefpf name, address, age,
etc.). The user of the service does not need teepngs/her identity with each
transaction; rather, it is enough to show thathefsas, at some prior point, been
authenticated by a trusted authority. The servibaislen then lays, not in
identification of the presenter but in the verifica of presented credentials — a
much less onerous tadk.

Much work is being done by groups suchttesKantara Initiative® the Open ID
Foundatior the Information Card Foundatidfthe Organization for the Advancement of
Structured Information Standards (OAS#3he World Wide Web Consortium (W3&and
others to develop technical specifications andnanfirotocols that allow a business to
authenticate the identity of a person seeking tesg its systems by obtaining and validating

2 |nformation and Privacy Commissioner of Ontario, “The New Federated Piivaoact Assessment (F-PIA):
Building Privacy and Trust-enabled Federation” (January, 2009), at p. 4; available
http://www.ipc.on.ca/images/Resources/F-PIA_2.flaéreinafter Privacy Commissioner of Ontario Papet).

3 http://kantarainitiative.org/, formerly known as the Liberty Alliance, hitpuitv.projectliberty.org

32 http://openid.net/foundation/

33 http://informationcard.net/foundation

34 http://www.oasis-open.org

35 http://lwww.w3.0rg
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online identity information provided by a third par Most of that work, however, focuses on
the practical and technical issues of communicategtity-related information in an inter-
operable manner. The legal issues associatededtdrated identity management are often
overlooked and have not been the subject of mustudsion to date.

(@) The General Process

At its essence, identity management essentiallyli@s two fundamental groups of

processes: (1) the processes of identifying a pessd issuing a credential to evidence that
identity (“identification”), and (2) the processefsusing that credential to later verify that a
particular person claiming to be that previouslgntified person is, in fact, such person
(“authentication”). Once an individual’'s identiysuccessfully authenticated, a third set of
processes, referred to as “authorization,” is usethe business relying on the authentication to
determine what rights and privileges are accordesiith person — e.g., whether such person
should be granted access to a database, an oalikealocount, a bar, an airport boarding area, a
country, etc., whether to enter into a contrachwiich person, etc.

There are many different approaches to federatedtiiy management, and the technical

details and specifications of each approach caarbequite complex, the following
oversimplified summary of the generic process tdlp to put the legal issues in perspective:

A party (called thédentity Provider) identifies a person (th&ubject) and issues a digital
identity credential to facilitate authenticationtbé Subject.

Later, when the Subject wants something from arf@ss or a government agency via a
remote access (e.g., Internet access to a databbaek account), he uses that identity

credential to assert his identity to that busiresssvidence of his right to obtain what he
wants;

Before the business or government agencyReiging Party) grants the Subject’s
request, it wants to (1) authenticate the idemtitthe person claiming to be the Subject,
and (2) in some cases, obtain certain informatlmyuithe Subject (aidlentity assertion)
before it allows the Subject to access its systeanter into a proposed business
transaction. The Subject may, for example, bestotoer seeking access to the Relying
Party’s network, a person seeking to enter intordime contract with the Relying Party,
or someone seeking to access their financial adcenn the Relying Party. The
information the Relying Party needs may be the &uilgj account number, Social
Security number, address, or membership status.

To provide the required identity information, amtifitate the authentication process, the
Identity Provider will then be asked to make amiitg assertion about the Subject that
contains the requested information.
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« Atthe time of the transaction, the Subject istfrsthenticated by the Identity Provigfer
and then the identity assertion is communicatdtiédrelying Party (by either the
Subject or the Identity Provider, depending ongyrgtem involved), the Relying Party
validates the identity assertion to ensure thiatatuthentic and not revoked, and then
relies on it to obtain the necessary informatioonder to grant access to a network or
proceed with the proposed transaction.

A very common offline example of this federatedntiy process (although it was never
intended as such) is the way we currently issueusedriver’s licenses. Obtaining a driver's
license begins with an in-person identificationgass conducted by a state’s Department of
Motor Vehicles (the Identity Provider), wherebyesgkd identifying information (or attributes)
about a person, such as name, address, datehgfli®ight, weight, and eye color, are collected
and verified. Then following testing of eyesightadriving competence, the process culminates
with the issuance of a driver’s license (an idgntiedential) that identifies the individual with a
unique driver’s license number (the identifier)ntains some of the identity attributes about the
individual that were collected during the identfiion process (identity assertions), and includes
a photograph of the person named in the licengenths taken at the time the license was issued.
The photograph functions as an authenticator -i.is.used to tie the person to the identity
credential.

The person obtaining that license may later preis¢émta Relying Party (such as a
security agent at an airport, or the bartenderlary claiming to be the person with the identity
attributes stated on the driver’s license. Thadtparty will then attempt to verify that the
person standing in front of him is the same perdentified in the license by comparing the
photo on the license to the person before him.-heewill attempt to “authenticate” the claimed
identity asserted by that person. If successtiwHl typically be willing to rely on the data
stated in the identity credential (the identityeatiens) for purposes of a transaction with such
person. The bartender, for example, will rely ba identity assertion regarding age stated in the
license to determine whether to serve alcohol ¢édittense holder; the TSA agent will rely on
the identity assertion regarding name stated iditke@se for purposes of determining whether
such person is the same as the person named airlihe boarding pass, and thus entitled to
enter the boarding area.

An online example of a federated identity arrangeinfie a closed system) is the typical
ATM transaction whereby an individual with an acobat Bank A wants to obtain cash from an
ATM machine operated by Bank B (with whom he hasetationship). The individual signs on
to Bank B’s ATM network using his ATM card (the demntial) and password from Bank A.
Through the ATM network, Bank B contacts Bank Adiermine whether the individual is a
valid customer of Bank A, to have Bank A authertedfie identity of the individual (i.e., did he

3¢ Authentication can occur in various ways: the Relying Party can initiate an ticatien request to the Identity
Provider the Subject designates when logged onto an Relying Party, or the Subjest eathfenticate at an
Identity Provider and then access a Relying Party. In either case, the technologyg simai® sign-on in which the
Identity Provider authenticates the Subject, thus allowing her access toquotsziurces at a Relying Party.
Susan Landau, Hubert Le Van Gong, and Robin Wilton, “Achieving Privacy idexdted Identity Management
SystenT, (2009) at Section 1.1; available http://research.sun.com/people/slandau/Achieving_Privacy.pdf
(hereinafter “Landau Article”).
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enter the correct password), and to obtain certlantity information about the individual from
Bank A (e.g., whether his account has funds sefficio cover the requested withdrawal, and the
balance in his account so Bank B can print it antthnsaction receipt).

In the future, a federated identity arrangementhinalow a government agency, such as
the Social Security Administration (as a Relyingtiato authenticate the identity of an
individual (the Subject) seeking access to hisesrSocial Security records by relying on an
identity assertion made by that person's bank (whas previously identified that Subject as
part of its customer screening process, and thimsagosition to function as an Identity
Provider). For the individual Subject, the onlprecess would be simple. He might simply sign
onto the SSA website using the user ID and passtwnases to access his online bank account.
The SSA would then send a message to the bankify treat the individual’'s User ID and
password is still valid, and to obtain an idenéigsertion from the bank that contains certain
information confirming the Subject’s identity. Thewvhen the process is completed and his
identity authenticated, the SSA will grant him ax#& check his records or to redirect the
automatic deposit of his Social Security paymei@s.long as a protocol exists for sharing the
identity data between the bank and SSA, an indalidan do business with SSA using the user
ID and password (or other identity credential) e$by his bank, and the SSA can avoid the
need for a costly identity proofing process forditizens.

That assumes, of course, that SSA trusts the faetibn process used by the bank, that
the bank can limit to a reasonable level its ligdotisk should it make a mistake, and that the
individual involved (the Subject) trusts both trenk and the SSA to properly use and protect the
personal information he or she initially providedthe bank. These issues, among others, are
some of the key legal problems that the partieslirad in the process of federated identity
management must address.

(b) Basic Roles, Functions and Duties

Three fundamental roles participate in every fetet@dentity management ecosystem.
These roles may be summarized as follows.

Q) Subject

The Subject is the human being, business entity, device, sovapplication, or digital
object being identified in a particular credentiald that can be authenticated and vouched for by
an ldentity Provider. The person or thing beingnitfied is often referred to as an “entity.”

In the case where the Subject is not a legal pgarh as device, software application,
or digital object), a legal person (a human being egal entity such as corporation) must take
responsibility for it, in which case it is ofterfeered to as theResponsible Person.”

The conduct of the Subject (if a human beingherResponsible Person in the case of

devices, etc.) can directly affect the validitytioé identification and authentication processes.
Thus, to ensure accurate and reliable processebatic duties of the Subject typically include:
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* Provide accurate information to the Identity Pr@riduring the identification process
(e.g., not omit or misrepresent any material facptherwise engage in any identity
fraud);

» Use the issued credential/token only for the puep@nd types of transactions for which
it was intended,;

» Take reasonable steps to prevent the unauthoreedfuithe credential/token issued or
registered to the Subject;

» Notify the Identity Provider [and Relying Partieb@re appropriate] if such
credential/token is lost or compromised, used withauthorization, and/or should
otherwise be revoked (so that the Identity Providar revoke or invalidate the
credential/token and otherwise take steps to ptes@neone from successfully using it
to commit identity fraud);

» Assume responsibility for transactions where theglential/token was used by the
Subject, or by a third party with authorizationtoé Subject

(2) Identity Provider

Theldentity Provider (a/k/a credential service provider) has overapansibility for the
entire process of registering (enrolling) an apgiicfor an identity credential and for
establishing the applicant’s true identity throulgl identity proofing process, which involves
the collection of identifying information and vedétion of identity against independent and
authoritative sources.

The strength of the identity proofing process, hadce the trustworthiness of the
resulting identification generally depends on fkey factors:

* What — The applicant’s identification documentsnformation being verified;

* Who — The person or ecosystem performing the didle@nd verification and the level
of trust in each;

* How — The process of verifying the information ahd authenticity of the identification
documents

» Source — Whether the applicant’s identificationwloents or information came from a
trusted source.

The Identity Provider is primarily responsible tbe validity and integrity of the
identification process and the resulting identitydential, the accuracy of the identity assertions,
and the privacy and security of the Subject’s psssanformation in its control. Responsibilities
often ascribed to the Identity Provider include:

» Properly and accurately identify Subjects in aceo with specified procedures,
including —
> Collect data of sufficient quality and quantity eesary to permit it to perform the
proofing needed to issue the credential and token;
» Ensure that all identity assertions are accurdiaBed on current valid information
that is properly authenticated (e.g., an emplofieukl not issue an identity assertion
for a terminated employee);
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» Where appropriate, use reasonable proceduresdotdanissions or
misrepresentations by the Subject;

Properly issue each credential/token;

Properly perform all identity assertion and autieation processes;

Ensure that the transfer of the credential/tokeshidantity assertion is secure to prevent

interception or compromise by unauthorized persand,to protect credential/token

integrity;

Provide to the Subject a capability to revoke aergial/token (to limit identity theft

opportunities in the event that the Subject’s tolsecompromised or the Subject no

longer wants to participate);

Provide to all Relying Parties a capability to dalie each credential/token (so the

Relying Party can determine whether the credetdlah is still valid and can be relied

upon);

Where the Identity Provider retains and holds gj&tiis credential/token —

» Take reasonable steps to prevent the unauthortzzbs or use of the
credential/token

» Assume responsibility for third party unauthoriaesk of such credential/token;

Protect the privacy and security of Subject’s peatanformation (in all forms);

Provide Subjects with appropriate notice, choicegeas, and control of their personal

data; and

Comply with disclosed policies, practices and pdages for the identification and

authentication processes (so that Relying Paréiesdentify assurance levels and

determine the level of trust they should have erésulting authentication and identity

assertions).

3 Relying Party

A Relying Party is any individual, business, organization or se\that relies on identity

claims made by an identity provider about a Subj&eich reliance often involves granting
access to a service or database, or proceedingawitinsaction. Examples include a website
user relying on an SSL certificate that identifiles owner of a website he is visiting, a bank
relying on a credential to identify a customer segko authorize a funds transfer, a business
relying on a credential to grant access to a dagba a government agency relying on a
credential to identify a citizen for the purposépmviding government services.

The Relying Party must ensure that its relianc¢éheridentification and authentication

processes are reasonable under the circumstandelsaints use of the Subject’s personal
information is appropriate. Responsibilities oftestribed to the Relying Party include the
following:

Properly authenticate each credential/token anctityeassertions before relying on it
(e.g., by analogy, compare a claimant’s face tgtbtire on the driver’s license before
relying on the data in the license);

Validate the credential/token with the issuing litgrProvider before relying on it;
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» Follow appropriate processes prior to relying aredential/token and other Subject
information received, and determine whether theeer@asonable measures to reduce risk
of inaccurate and fraudulent information;

» Limit its use and reliance on an identity assertisrappropriate for the circumstances
(e.g., credentials issued with a low assurancd Ehauld not be relied upon in situations
requiring a very high assurance level);

» Protect the privacy and security of the Subjecgsspnal data, and restrict its use of that
data in accordance with its disclosed privacy golpractices and procedures, the
requirements of the Trust Framework, and applictbe

3. The Key Risks for Participants

The challenges of any identity management systénnta three general categories.
First are the technological, process, and procédbalenges, such as implementing the
required technology and establishing appropriategsses and procedures so that everything
works properly, ensuring the inter-operability déntity assertion communications between
Identity Providers and Relying Parties, and engutie security of Subject identity information.
The second challenge is economic, and involvesgriiyndealing with the cost of deploying,
coordinating, and using identity management systefine third challenge is legal. It focuses on
issues relating to the potential liability risktbe participants, the privacy and security of the
Subject’s identity information, and the mutual cems of all participants (Subject, Identity
Provider, and Relying Party) that everyone perfotingsr obligations properly.

The legal risks to each participant in an idendiggtem, and the significance of those risk
will, of course, vary by the role such participanfulfilling at any particular point in time. But
as a general matter they fall into the followingngeal categories:

(@) Technology Risk

Identity management relies on a variety of différechnologies. These might include,
for example, technologies used to create and se@ieeon various credentials and tokens,
encryption technologies, data security technolqgiad the like. While the technologies used in
any given identity ecosystem will vary, it is ocai to the operation of the system that the
technologies utilized are appropriately designeddiaieve the intended result, that they function
properly and securely, and that they provide rédiand secure results. In other words, it is
critical that they work properly.

Thus, one key risk to the participants in an idgrcosystem is the risk that one or more
of the technologies employed for a particular Idjgtem do not function properly and/or do not
achieve the intended result.

(b) Process Risk

In addition to technology, identity managemeniesebn a variety of different processes
and procedures, some of which are not technologgdhebut rather consist merely of a series of
steps performed by a person. Such processes aoddures might include, for example, the
process for identity proofing an individual Subjeshich might specify which identity
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documents must be reviewed in person, or how itientight be verified online. Other
processes relate to authenticatiémerification of credentials, revocation of credels, etc.

While the processes used in any given identity ytesn will vary, it is critical to the operation

of the system that the processes utilized are gpitely designed to achieve the intended result,
that they function properly and securely, and thay provide reliable and secure results. In
other words, like the technology, it is criticahtithe processes and procedures work properly.
For example, is the identity proofing process adégto yield a trustworthy identification

result?

Thus, another key risk to the participants in@amntity ecosystem is the risk that one or
more of the processes implemented for that padrddentity ecosystem are not properly
designed to yield a secure and trustworthy result.

(c) Performance Risk

Even if the technologies and processes used fateamity ecosystem are properly
designed to yield a secure and trustworthy rethaty will be of little value if they are not
correctly implemented or properly followed by thergons responsible for using them.

Stated differently, an identity ecosystem model ndlt function properly, and the
various participants will not be able to rely orfat online transactions, unless each participant
adequately performs certain basic responsibilitieise failure of any participant to perform its
obligations could lead to substantial harm to ofieeticipants. In fact, mere concern about the
performance of a participant may lead to a lackwdt fatal to the overall ecosystem.

Thus, a key risk for all participants in an idepttcosystem is the risk that one of the
other participants, on whose performance they iy not perform their obligations as required
for the role in which they are acting. Only whaistrisk is reduced to an acceptable level will
parties participate in an identity management estesy. Thus, for example, the security agent
at an airport generally feels comfortable acceptiveyrisk that a state has properly identified
each person to whom it has issued a drivers licetigedid not, such identity credentials would
not be accepted.

To mitigate this risk requires clearly defining gherformance obligations of each role,
utilizing a mechanism (e.g., statutory, contractaabl/or technological) to provide some
assurance that the participants in each role wilqgm their obligations conducting performance
audits where appropriate, and providing a remedgpifheone does not.

(2) Identification

The foundation of any identity management ecosyssetime reliability of the
identification of the Subjects. While the requirddntification attributes will vary depending on
the circumstances, the reliability of that idewmtfiion is critical for all parties. Failure of the
identification process presents a major risk.

= See, e.g., Entity Authentication Assurance Framework, ISO/IEC 29115:2016) (Draf
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The risk of an improper identification can ariseseveral ways. First, there is the risk
that the underlying identity documents and thirdypaources used by the identity provider are
incorrect or fraudulent. Second, there is the ibigy that the identity provider (or its
subcontractor) will simply not do their job propewhen performing the identity proofing
process. And third, there is the possibility ttiet data collected during the identity proofing
process will not be properly transmitted or traisetd when it is embodied in the resulting
identity credential.

For Subjects the identification risk is a businesscern (Will | be able to complete this
online transaction, access this database, eta. ®)eatity theft concern (Will someone be able to
use my identity to successfully obtain a crederaral complete a transaction in my name?), and
a privacy concern (Will my personal information foetected?). For Identity Providers, the
identification risk relates to the possibility theaflawed identification process may lead to a
faulty identification (as well as an appropriategess that nonetheless results in a faulty
identification) will result in harm to the Relyiri@arty and/or the Subject, with the consequence
that the Identity Provider may be liable for therdayes incurred.

For Relying Parties, identification risk is botliability concern (focused on the losses it
will suffer if it relies on an inappropriate authiEation or identity assertior},as well as a legal
compliance obligation. From a liability perspeetithe Relying Party needs the assurance or
trust necessary to enter into a particular onlraagaction, as well as some level of confidence
that it can prove up the identity of the other pamtcourt if that becomes necessary. At the
same time, however, laws and regulations incredsingpose on businesses a duty to identify
and authenticate the persons with whom they deabtely. Thus, for many Relying Parties the
use of identity management has become a legalaildig

(2)  Authentication

Even if the identification risk has been properdigdeessed, the parties must also address
the possibility that a valid identity will not begperly authenticated. This could involve either
the possibility that the identity of a legitimatggect cannot be properly authenticated, or
alternatively, that a subject’s identity can besédy authenticated as applying to someone or
something else. In the simple user ID and passwsoedario, for example, there is the risk that
for whatever reason, the correct password doewark to authenticate the subject. Likewise,
there is the risk that the correct password wdkis has been stolen and improperly used by an
imposter. In both cases the identification procedwvere accurate, but the authentication
procedures do not yield an accurate result.

Authentication risk can be affected by technolagk or performance risk. It can also
arise independently, such as where a third parpls to unlawfully obtain a password or

38 See, e.g., Steven B. Roosa and Stephen Schultze, “The ‘Certificate futhmst Model for SSL: A Defective
Foundation for Encrypted Web Traffic and a Legal Quagmire,” Intellectual Pyofdrechnology Law Journal,
Vol. 22, No. 11 at pp. 3-8 (November 2010) (noting the risk that a CA can easily issue aonzedtet
technically valid SSL Certificate).
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otherwise compromise the authentication systemthéend of the day, however, authentication
risk refers to the risk that authenticating a clashidentity will yield an incorrect result.

The second key component of any identity manageewogystem is the ability to
reliably authenticate identity. Thus, even whe&ubaject has been properly identified,
participants in an identity ecosystem must additessisk that the authentication process can be
compromised (e.g., the stolen password problem).

(d) Privacy Risk

By its nature, any form of federated identity mag@mgnt involves the collection (by an
Identity Provider) and disclosure (to a Relyingti?aof personal information about a Subject.
Thus, “the foundational issue in approaching adgrjtity management] system is personal
information — how it is collected, stored, sharaad used® Moreover, by its nature, federated
identity management “presents a new challengeiv@agy,” in that transfers of personal
information routinely occur between organizatiossagll as between the individual and an
organization, and may frequently cross industrya@scnd jurisdictional boundaries in the
procesg$?

Privacy risk focuses on the possibility that peedatata collected as part of the identity
proofing process will be misused by one of theipanvho has access to it (typically the identity
provider and subsequent Relying Parties), or tiapersonal information will be compromised
or otherwise improperly disclosed. Privacy risknany respects is a function of technology risk
and performance risk. However, it may go beyormbéhtwo risks in that the use or protection of
the personal information in certain ways may notdmgiired by the applicable system rules, or,
in addition to the rules, may be regulated by éxistaw.

The privacy risk for Subjects focuses on the priddecand use of their personal
information by ldentity Providers, Relying Parti@sid other third parties, the resulting
possibility of inappropriate use, disclosure, anthpromise, and the harms that may result, such
as identity theft, unauthorized account accessagrafsment, etc. And this risk relates not only
to the information provided by the Subjects, bsbahformation about the Subjects collected
from third parties, as well as metadata and trarmadata about Subjects generated as a result
of their online activities.

For Identity Providers and Relying Parties, thergey risk involves navigating the
challenges of compliance obligations and restmdithat might inhibit their ability to achieve
their goals. Laws and regulations may regulateesirict their collection and use of personal
information, as well as impose a variety of obligas to protect the informaticH. In addition,

2 Office of Science and Technology Policy (OSTP), National Science amtdlegy Council (NSTC),
Subcommittee on Biometrics and Identity Management, “Identity Managérask Force Report 2008,”
(September 2008) at p. 16; availablé&tp://www.ostp.gov/galleries/NSTC%20Reports/IdMReport%20Final.pdf
(hereinafter OSTP Report).

4 privacy Commissioner of Ontario Paper, at p. 7, 13.

4 This includes, e.g., GLB, HIPAA, state data security laws, etc., assvleéalata protection laws in other
countries, including the EU, Argentina, Australia, Canada, Hong Kong, Japan, ahKSme4.
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restrictions on cross-border transfers and othen$oof use or sharing of such information may
have an impact. Failure to address these obligatioay result in penalties and fines, as well as
potential liability for any harms suffered by thelfects themselves.

(e) Data Security Risk

Data security is critical to any identity managet®stem. This includes not only the
security necessary to protect the personal infaonatollected and communicated to relying
parties, but also the security of the other dath@mresponding processes necessary to create
secure identity credentials, communicate accudsetity assertions, and verify the status of
identity credentials. Thus, security risk refeyghte risk that an unauthorized party obtains
access to personal data or is able to otherwisgrmmise the overall functioning of the system.
For some participants, such as identity providesr@lying parties, data security risk may also
relate to the possibility of a failure to complytivexisting applicable law.

()  Liability Risk

Things that can go wrong in an identity managersgstem typically result from faulty
identification, faulty authentication, inadequageity for or misuse of personal data, or failure
to follow appropriate procedures. They can leatiim primary harms. First, a Relying Party
and/or a Subject may suffer damages when the ReRanty acts (a) in reliance on a false
identity credential or identity assertion thatibtght was valid (e.g., by granting access to, or
entering into an unauthorized transaction withimaposter), or (b) fails to act in reliance on a
valid identity credential that it mistakenly beles/to be false. Second, a Subject may suffer
damages when (a) his or her personal informationissised or compromised by the Identity
Provider or a Relying Party or other third partytbom it has been disclosed, or (b) when the
Subject is improperly denied access or the akiditponduct a transaction he is otherwise entitled
to do.

Thus, a primary concern of all participants in &gntity federation is determining who
will bear the risks associated with these problams their consequences. All participants in an
identity ecosystem must address the risk that witye held liable for damages resulting from
a problem from which they are deemed legally respie.

Liability risk is frequently cited as a primary amrn by businesses considering
participation as an identity provider, and in sorases even as a relying party. Itis also
sometimes cited as a concern by potential subjetits,fear that obtaining an identity credential
may simply lead to liability for its improper use the event they are unable to adequately secure
it.

It should be noted that liability risk refers natlpto the possibility that a participant may
be required to pay damages to another participghtrmthe identity ecosystem. It also includes
the possibility that a participant may have a resjyiality for damages suffered by third parties
outside of the identity ecosystem (e.g., victimBpwnight not be constrained by the rules of the
legal framework governing the identity ecosystem.
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Numerous statutory, common law, and contract tlesdnave been advanced to identify,
define, and clarify the source and scope of thema! liabilities of each of the participants im a
identity ecosysterfé Yet, in many respects, federated identity manageis a business model
for which the law has not yet had time to adaptug; a key aspect of the liability risk is the
legal uncertainty regarding the responsibility tatitaches to any given action or failure to act by
a participant in an identity ecosystem. This utaety only enhances the nature of the liability
risk and in many cases has dissuaded companiegpfaimipating in an identity ecosystem.

(9) Enforceability Risk

If one participant in an IdM system fails to perfoas required, the other participants
must consider their ability to (i) identity the faaf such failure of performance, (ii) stop and/or
remedy such failure, and (iii) obtain redress andtanpensation for any losses suffered as a
result. Concerns regarding each of these thremezits are the focus of enforceability risk.

It should be noted that this risk applies not amhen something goes wrong and
someone seeks to recover damages, but also iti@itsi@vhere a problem has not yet surfaced,
but a failure of performance on the part of onenore participants puts the system at risk. For
example, the failure by an identity provider topedy perform the identity proving process,
even though it has not yet resulted in any inadeweedentials, is a concern for other
participants in the identity system. In such casdorceability risk refers both to the ability to
detect that problem, as well as the ability to regjithe participant to remedy its performance or
withdraw from the system.

(h) Requlatory Compliance Risk

In many cases, participation in an identity systaises legal compliance issues. In some
cases, those issues relate to whether the contitiet participant complies with applicable law.
For example, the manner of collection, use, ancgwof personal data by the identity provider,
and the subsequent receipt and use of that infaymby a relying party, must comply with
applicable privacy laws. Acting contrary to thguaements of those laws poses a compliance
risk to the participant.

In other cases, participation in the identity sgsis, itself, done in an effort to comply
with legal requirements imposed on a participdfar example, a financial institution may
participate, and rely on identity credentials, rder to satisfy its legal obligations to properly
authenticate persons granted online access todiaaunts and payment facilities. In such
cases, whether the participant adequately satiséie®mpliance obligations will depend, at least
in part, on the trustworthiness of the identityteys.

42 See Thomas J. Smedinghoff, “Certification Authority Liability Analysis” (stfatythe American Bankers
Association, discussing potential liability risks of an Identity Provider operasirgcartification authority);
available ahttp://www.wildman.com/resources/articles-pdf/ca-liabilityadysis.pdf (hereinafter Smedinghoff CA
Liability Analysis ™).
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4. Addressing Risks — The Need for a Legally Binding st Framework

There are many technologies and identity managestantard® to ensure that personal
information moving between organizations is segunelnsferred and can be read and
understood by the systems of all parties. Encoypéind digital signature technology, for
example, is used to protect the security of thermftion flows, ensure the integrity of the
identity credentials, and to authenticate the lideRrovider to the Relying Party. And technical
standards are critical to ensuring the inter-opiétalof communications across various systems
and networks. Without agreement on standardsreifit networks and systems would be unable
to talk to each other and exchange informationmaaner that can be understood by either
system. But as one commentator has noted regattinigchnology: "Ultimately, though, the
protection here is legal. A rogue [Relying Pady]dentity Provider is in a position to violate a
[Subject’s] privacy andechnical protections can only reduce, not eliminate this risk."%*

The ultimate goal of any identity system is to pdavidentity assertions that are
sufficiently reliable for the intended purpoSa&nd to do so in a manner such that all of the
relevant parties are willing to participate anddty on the results. Achieving that goal requires
building a “Trust Framework” for each identity sgst that addresses both the operational
requirements and the legal rules necessary toaafinustworthy identity system. This is
sometimes referred to as the “tool and rules” ofd@mtity system.

The concept of a Trust Framework is often refetcesh discussions of identity
management systerfiSbut usually without a detailed analysis and oftean inconsistent
manner. Generally, however, a Trust Framework beyefined as follows:

% gee, e.g., Liberty Alliance specificationshétp://www.projectliberty.org/liberty/specifications_; National
Institute of Standards and Technology, Federal Information Processing StaRdafication FIPS Pub. 201-1
“Personal Identity Verification (PIV) of Federal Employees and Comrat{March 2006); CA/Browser Forum,
“Guidelines for the Issuance and Management of Extended Validation €€ (2008) at Part F; available at
http://cabforum.org/EV_Certificate Guidelines_V11.pdf

4 | andau Article, Section 3.2 (emphasis added).

4 Recognizing that the intended use will vary, and thus so will the requirementsamgteseake it sufficiently
trustworthyfor that purpose.

46 Examples of the various definitions of a Trust Framework inclG@er: “A Trust Framework often connects
the user, the identity provider, and the service provider (often called the relyigy [@fing out a set of conditions
that each party should adhere to in order to maintain a trusted system.” See [$2D3sBs Key Policies Issues
Surrounding User-Centric Identity Managementhib://www.cdt.org/policy/cdt-discusses-key-policies-issues-
surrounding-user-centric-identity-manageme@SA-ICAM: Definition of Trust Framework: “Trust Framework
Provider processes and controls for determining an identity provider's complianceBavia04-04 Levels of
Assurance.” See ICAM Trust Framework Provider Adoption Process (TFPéR)evels of Assurance 1, 2, and
Non-PKI 3, at p. 42, available at
http://www.idmanagement.gov/documents/TrustFrameworkProviderAdoptionProcedsatara: “In electronic
communication, drust Framework (TF) is a complete set of contracts, regulations or commitments thdéena
participating actors to rely on certain assertions by other actors to tiudfitlinformation security requirements.”
See Trust Framework Architecture webpage at
http://kantarainitiative.org/confluence/display/idassurance/TruathEwork+Architecture#TrustFrameworkArchite
cture-WhatisaTrustFramework%3NSTIC — June 25 Public ReleaseDefinition of Trust Framework: “The
underlying structure of standards and policies that defines the rights and re#itiesssf the various participants
in the Identity System, specifies the rules that govern their participatiomesuthe processes and procedures to
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A Trust Framework is a set of documents developeditored for a specific identity system,
which sets forth:

» theOperational Requirements for the identity system (such as technical andtional
specifications, processes, standards, policieswed) that have been developed to
ensure the proper operation of the system andawige adequate assurance regarding
the accuracy, integrity, privacy and security efptocessesand

» thelegal Rulesthat govern the identity system and that makeZperational
Requirements legally binding on and enforceablenastjghe participants, regulate the
content of the Operational Requirements, and defiltegovern the legal rights,
responsibilities, and liabilities of the particigamf the identity system.

The Operational Requirementsof a Trust Framework will likely consist of severa
different components addressing a variety of kegragonal and policy issues. While the
content and structure of these components will fi@my one identity system to another, the
Operational Requirements of each Trust FramewollKiely include common core
components, such as an identity proofing compoHean, authentication componéfia
credential management component, a privacy comg@harsecurity component, an
assessment/audit componght.

Each component of the Operational Requirementbkstas the technical specifications,
processes, standards, policies, rules and perfaen@aguirements necessary to address one or
more issues of importance to the operation of deatity system. Taken together they form the
Operational Requirements necessary to ensurehibadiéntity system operates properly and in a
manner that all parties trust will be appropriaiethe task.

ThelLegal Rulescomplete the Trust Framework by rendering theotegicomponents of
the Operational Requirements binding and enforesabl

provide assurance, and provides the enforcement mechanisms to ensure cefipl@ntC, at p. 34; available at
http://www.dhs.gov/xlibrary/assets/ns_tic.pdIX: “In digital identity systems, @rust Framework is a

certification program that enables a party who accepts a digital idergitgrtial (called theelying party) to trust

the identity, security, and privacy policies of the party who issues the credeaified el dentity service provider)
and vice versa.http://openidentityexchange.org/what-is-a-trust-framewdrtp://openidentityexchange.org/how-
it-works/what-is-a-trust-frameworlandOpenlID: A Trust Framework is “a set of technical, operational, and legal
requirements and enforcement mechanisms for parties exchanging identityatibn” The Open Identity Trust
Framework (OITF) Model, p. 2; availablel#tp://openidentityexchange.org/sites/default/files/the-open-identity-
trust-framework-model-2010-03.pdf

4 NASPO is currently developing an ANSI standard for such an identity proofimgfvark.
48 See, e.g., Entity Authentication Assurance Framework, ISO/IEC 29115:2016) (Draf
% kantara is currently developing a Privacy Framework component for a Trust Fraktnewor

i)See, e.g.,
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The Legal Rules consist of both existing statutesragulations (i.e., publicly-created
law), and agreements between or among the pamisgae., privately-created law). They affect
| the Trust Framework in three ways

» They make the specifications, standards, and odegrising the various components of
Operational Requirements legally binding on ansergfable against each of the
participants.

» They define the legal rights and responsibilitiethe parties, clarify the legal risks
parties assume by participating in the Trust Fraorkwe.g., warranties, liability for
losses, risks to their personal data); and prokedeedies in the event of disputes among
the parties, including methods of dispute resotytenforcement mechanisms,
termination rights, and measures of damages, pesalhd other forms of liability.

* In some cases, they also regulate the conteneddferational Requirements.

The Legal Rules may be set out in numerous costegtotarying management and
execution layers, depending on the governancetsteiased. In many cases they operate as
gap-fillers with respect to issues not addressetheexisting law. Where existing laws address
issues in a permissive rather than mandatory matimetegal Rules may also express the
choices of the parties among legally permissileraatives. And in both cases they can have
the effect of providing the legal certainty andgogability necessary to encourage participation

The relationship between the Operational Requirgsnamd Legal Rules of a Trust
Framework is similar to the relationship betweeroatract and several sets of technical
specifications attached to the contract as exhiliitteecution of the contract is what creates a
legally binding relationship between the partiég $pecifications in the exhibits detail the
parties’ expectations of how the contract will efprmed. While it might be possible for the
parties to work together with reference only to $pecifications, by incorporating them into a
contract, the technical specifications give riséetgally enforceable rights and responsibilities.

In some cases, Trust Frameworks may be developadsigle entity, often referred to
as a Trust Framework Provider, which is establidiogarovide both the Trust Framework and
the governance infrastructure needed to suppo&iich an entity may be established by a group
of companies or an industry sector that requiregally binding Trust Framework in order to
work together efficiently.

Examples of such Trust Framework Providers inclagaTrust, Iné which has
established an identity Trust Framework for thaficial sector, the SAFE-BioPharma
Associatior?? which has established an identity Trust Frameviorkhe pharmaceutical sector,
and CertiPatR which has established an identity Trust Frameviorithe aerospace sector.
Trust Frameworks may also be established by aesigfity for its own purposes. Examples of
this approach include Trust Frameworks establigfyegdovernments.

2l http://www.identrust.com

2 http://www.safe-biopharma.org

23 http://www.certipath.com
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Glossary

Attribute. Personal information concerning a specific categorgharacteristics of a given
identity, such as name, address, age, gendey satlary, health, net worth, driver’s license
number, Social Security number, etc.

Authentication. The process of establishing or confirming that soneeis who they claim to

be. The process by which a person verifies oficaa their association with an electronic
credential. For example, entering a passwordishassociated with a UserID or account name is
assumed to verify that the user is the person tomvthe UserlD was issued. Likewise,
comparing a person presenting a drivers licenskd@icture appearing on the license verifies or
confirms that he/she is the person described iticbase.

Authenticator. Something (usually uniquely in the possessioa pérson) that is used to
determine authenticity; usually an object, an itdrknowledge, or some characteristic of its
possessor that is used to tie a person to an tgenéidential (such as by demonstrating that such
person has possession of the authenticator). @&lBed a token. A password functions as an
authenticator.

Authenticity. The property that data originated from its putpdrsource

Authorization - A process of controlling access to informationmesources only to those
specifically permitted to use them. The actiorad in authenticated person or entity is permitted
as a result of the authentication.

Claim. An assertion made by a person with respect tocoomeore identity attributes of a
Subject, which assertion typically is disputedrodoubt.

Credential — A digital document that binds a person’s idgntnd optionally, additional
attributes) to a token possessed and controllea fsrson. Data that is used to establish the
claimed attributes or identity of a person or atitgn Paper credentials are documents that
attest to the identity or other attributes of agividual or entity called the Subject of the
credentials. Some common paper credentials ingdadsports, birth certificates, driver’s
licenses, and employee identity cards.

According to National Institute of Standards andhrelogy Special Publication 800-63 (NIST
SP 800-63%* a credential is—an object that authoritatively binds an identitydaptionally,
additional attributes) to a token possessed anttalted by a persof® Credential management

S NIST SP 800-63, Version 1.0.2, Electronic Authentication Guidance, April 2006; lzleaia
http://csrc.nist.gov/publications/nistpubs/800-63/SP800-63V1_0_2.pdf

2 The credentialing process principals and elements can also be applied for N&lEddigiities; however, steps
may vary during the credential issuance process (sponsorship, adjudicat)dmastd on an organizations security
requirements. For examples of an NPE credential issuance pleasi itiieX.509 Certificate Policy for the E-
Governance Certification Authorities, availablenatw.idmanagement.gov/fpkipa/documents/EGovCA-CP.pdf
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supports the lifecycle of the credential itselfttie Federal Government, examples of credentials
are smart cards, private/public cryptographic keysl digital certificates. The policies around
credential management, from identity proofing susnce to revocation, are fairly mature
compared to the other parts of ICAM. The PIV stadddFederal Information Processing
Standards 201 (FIPS 201), SP 800-73, etc.] andr&igdikl Common Policy are examples of
documents which have been in place and are foungdtio agency-specific credential
implementationg® Credentials are a tool for authentication.

Enrolment. The process by which organizations verify an indlinl’s identity claims before
issuing digital credentials.

Identification. The process of verifying and associating attributgh a particular person
designated by an identifier.

Identifier. Something that points to an individual, such aamae, a serial number, or some
other pointer to the party being identifieGince a person's legal name is not necessarilyuaniq
the identifier of a person must include sufficiadtitional information (for example an address,
or some unique identifier such as an employee cowtt number) to make it uniquéor a

typical login account, the User ID is the identifeand the password is the authenticator.

Identity. A unique name of an individual person (an identjfiand any associated attributése
set of the properties of a person that allows #rsgn to be distinguished from other persons.
[See also “Digital Identity”]

Identity Assertion. An electronic record sent by an Identity ProvideatRelying Party that
contains the Subject’s identifier (e.g., name, aotmumber, etc.), authentication status, and
identity attributes. The attributes are typicalgrsonal information about the Subject relevant to
the transaction that is required by the RelyingyRar

Identity Management. The combination of technical systems, rules, andguiures that define
the ownership, utilization, and safeguarding ofspeal identity information. The primary goal
of identity management is to establish a trustwoptocess for assigning attributes to a digital
identity and to connect that identity to an indivédt! Identity management includes the
processes for maintaining and protecting the itedeta of an individual over its lifecycté.

Identity Proofing. The process by which an Identity Provider validatefficient information to
uniquely identify a person.

Identity Provider. An entitythat creates, maintains, and manages identityrimdgton for
Subjects. It authenticates and vouches for thgeSuto Relying Parties

28 F\cAM Roadmap at pp. 10-11.

=l Identity Management Task Force Report, National Science and Technology Gh&TaL) Subcommittee on
Biometrics and Identity Management, 2008.

%8 F|cAM Roadmap, at p. 9.
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Relying Party. An entity that provides services to a Subject,tbeovise has a need to
authenticate the identity of the Subject, and thké¢s on an Identity Provider for identity and
authentication of the Subject, typically to procagsansaction or grant access to information or
a system. The entity or person that is relying on an idgntitedential or assertion of identity to
make a decision as to what action to take in angaggplication context.

Role. A type of participant in a federated identity tgys, such as a Subject, Identity Provider,

or Relying Party.Note that each such role does not necessarilysepta different entity. For
example, with respect to the identification ofataployees, an employer may function as both an
Identity Provider and a Relying Party.

Strength. The technical and procedural basis on which tewe that a particular process or
data attribute is accurate.

Subject. The person that is identified in a particular creitid and that can be authenticated and
vouched for by an ldentity Provider

Token. Something that a person possess and contrdiefeitunique physical object or secret
data or information) that is used to authenticadeoh her identity (such as a secret password,
PIN, cryptographic key, ATM card, USB token, etclokens are physical devices or electronic
records designed for use in authentication systam#or to hold authenticating information.
These include smart cards and ATM cards as wallgial certificates. Also called an
authenticator.

Trust Framework. A Trust Framework is a set of documents developdditmred for a
specific identity system, which sets forth:

» theOperational Requirements for the identity system (such as technical andtional
specifications, processes, standards, policieswad) that have been developed to
ensure the proper operation of the system andawige adequate assurance regarding
the accuracy, integrity, privacy and security efptocesses and data; and

» thelegal Rulesthat govern the identity system and that makeXperational
Requirements legally binding on and enforceablensgghe participants, regulate the
content of the Operational Requirements, and defitegovern the legal rights,
responsibilities, and liabilities of the particigamf the identity system.

Trust Framework Provider. The entity or organization that creates or addpgsLiegal
Framework (and all of the other frameworks that pase the Trust Framework), and then
certifies various participants that are in comptanvith that Trust Framework. Organizations
such as Visa, MasterCard, and American Expres#l fulimilar role in the credit card world.
They make the rules enforce compliance.
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