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Introduction

Established in
1997

13 Shareholders

Licensed by
Central Bank as
ancillary
service provider

Administered by

Board of Directors

* Independent

 Executive

« Non-executive

« Central Bank
observer

Bahraini
Expertise

Wide range of financial

services
« National Switch
* ECommerce
 Credit Bureau
+ Cheque Clearing
* Fund Clearing
* Instant Payment
« Bill Payment and

Presentment
* BenefitPay
+  E-KYC
« WPS
+ E-Cheque

« Accredited TSP



Local Legislations in Relation to BECS & TSP

Law 54 of 2018, Electronic Communications and Transactions

Law

TRA'’s resolutions no 4 and 5 of 2021 for Trust Service
Providers

Law no 55 of 2018, Electronic Transferable Records
Management System

/

CBB resolution no 21 of 2021, Electronic cheque



Dependen

t Legislations

Law 54 of 2018, Electronic Communications and Transactions Law

Licensed by CBB as ancillary service provider

Law 55 of 2018, Electronic Transferable Records

CBB's resolution no 13 of 2020, regulating the E-Cheque as an
Electronic Transferable Record

Resolution, Requirements and Standards Accreditation of
Trust Service Providers based on elDAS and ETSI standards

CBB's Directive on Cheques in the Form of Electronic Transferable Records in

the Electronic Transferable Records Management Information System

N



Control and operator
of BECS and ERMIS

TRA requirement as per ETSI and eDIAS




‘Advantages of E-Cheque

Digital

Signature \

Cannot be
lost, stolen, or
counterfeit

Empower
SMEs

Easy and Full
ya traceability of
convenient
the cheque
Full track of
total cheque
exposure N

Licensed by CBB as ancillary service provider \



‘E—Cheque Life Cycle

Licensed by CBB as ancillary service provider

6. Deposit

5. Sharing
the E
Cheque

7.Clearing
&
settlement

1.
Registration

2.
Authorized
signatory
activation

3.E Cheque
book

4 Cheque
writing &
issuance

N

N



‘Customer Registration and Access
Channels

v

O —
m Self enrollment via BenefitPay
I E

Individual
T Dedicated mobile app & portal
H Enroliment through the bank A for authorized signatories
Ll L > >
Business and P
Entities Bank

Licensed by CBB as ancillary service provider

&\§9



What is a Trust Service Provider

- Depends on the Public Key Infrastructure (PKI) technology.

- A digital certificate is a certificate that is issued by an accredited Trust Service Provider
(TSP).

- Each certificate holder posses two key pairs (private and public).

- The private keys are securely stored at the Hardware Security Module (HSM) of the TSP.

- The customer is able to access the certificate to sign using a remote signing service.

- The TSP service guarantees the integrity, authenticity, and confidentiality of the data

and file exchanged.



Accredited TSP Journey

TN
CERTISTRUST
Jan 2020 Feb 2021
Revised to Oct 2020 Key generation Apr 2021
Nov 2018 Secured Draft of TSP ceremony End of eIDAS & Jul 2021 Oct 2021
Decree 54 Electronic certification Start of eIDAS & ETSI ETSI conformity Accredited E-cheque
issued Signature framework conformity audit audit request went live
May 2019 Jun [ Jul 2020 Dec 2020 Feb 2021 June 2021 Aug 2021
E-cheque Hired EY as Started Completed Resolution no Accreditation
project started implementation testing testing 4 of TRA granted
consultant
Signed with

Cryptomathic as
outsourced service
provider

@ CRYPTOMATHIC

EY

N

Benefit 22/09/2023 11
W



Different Types of Electronic Signature

Integrity

Signer Identity

Authenticity

Authentication

Hardware

Legal Validity

Simple Electronic
Signature

\%

Cannot be changed after
signing

Identity of signer is not
verified

Cannot guarantee unique
linkage to the signer

Not certain that the
signature is created
under the sole control of
the signer

Not needed
Legally irrefutable and

burden of proof relies with
the dependent party

Bahrain did not
consider

Secured Electronic
Signature

Cannot be changed after
signing

100%capability to identify
the signer. Initial face to
face or equivalent
process

Can guarantee unique
linkage to the signer

Certain that the signature
is created under the sole
control of the signer

Qualified signature
creation device is needed

Legally irrefutable and
burden of proof relies with
the signing party



What Makes a Secured Electronic Signature

lifi :
Qua Hiee : Accredited by
signature Non-repudiable
. : TRA
creation device
Equivalent to
wet ink Immutable
signature
: Uf"que'y : Sole control of
identify and link :
: the signatory
the signatory



Why Use an Accredited TSP

q N

v, (c =
.@d o1 = L e -1
A @ ‘/‘ ; Risk
Highly needed for
Trusted and recognized thus «  High monetary value
provide a safe trading platform «  High probative value for

K / \ legal non-repudiation /
4 Example Use Cases N

Consumer Corporate ; Rental / Reall

Lending Lending Leasing Estate
: Employee :
Transactions Agreement Public Tenders
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Thank you!
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